
In today’s environment, there are 
four factors driving cybersecurity 
management decisions:

• The expectation that malicious actors are 
a step ahead of new approaches to cyber 
defense;

• New paradigms, such as the Cloud and the 
Internet of Things (IoT) are increasing the 
complexity and volume of data sets on which 
cyber assessments depend;

• Senior  execut ives understand that 
cybersecurity is integral to innovation and 
business growth and not an investment 
without return; and 

• Legislation such as The Cybersecurity 
Information Sharing Act (CISA)1 imposes 
a fiduciary duty on corporate boards to 
understand their organization’s cyber risk 
profile.

Traditional compliance methods cannot respond 
to the combination of an increasingly hostile 
cyberspace and corporate leadership’s maturing 
expectations.  To be successful, managed security 
services and cyber assessment providers must 
adapt to these disruptive dynamics.  According 
to PwC’s recently released report, The Global 
State of Information Security® Survey 2017: 
“Forward thinking organizations are pivoting 
toward a new model of cybersecurity that is 
agile, capable of acting on analytic inputs and 
adaptive to evolving risks and threats.”2 

The cycle of rapidly shrinking decision loop 
causing obsolescence in vulnerability assessment 
methodologies is not new.  Certification 
and Accreditation (C&A) as an assessment 
methodology fell out of favor because the long 
cycle time was incompatible with timeliness 
requirements for monitoring and managing 
cyber threats. Current assessment methodologies 

Cybersecurity is a lot like meteorology.  For example, hurricane 
tracking systems fuse disparate weather data into a common 
model that supports situational awareness, decision making 
and response planning.  A single datum, such as wind speed or 
barometric pressure is not sufficient to determine the hurricane’s 
path.  The model’s accuracy is dependent on the integration of 
all available data and the model’s capability to allow dynamic 
interaction between different data types.  The benefit of such 
a model is a more precise calculation of areas impacted by the 
hurricane’s passage.  We can then predict whether the hurricane 
will hit the Gulf of Mexico or the Atlantic Coast and whether 
it will make landfall at the tip of Florida or the coast of North 
Carolina. Warnings can be issued earlier, and responses begun 
earlier, which can save millions of lives.

A similar data fusion is necessary to secure an organization’s 
cyberspace.  Situational awareness derives from understanding 
the endpoints (i.e., temperature in the weather analogy), Access 
Control Lists (ACL) (i.e., wind speed) and log files (i.e. precipitation).  
When it comes to hurricane tracking, the public expects our 
forecasters to provide a single fused visualization.  There’s no 
reason why, when it comes to cybersecurity, enterprises should 
expect anything less from their network defenders.
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are experiencing similar pressure to shorten 
decision and response cycles. Knowledge of 
best practices and guides such as the NIST 
Framework for Improving Critical Infrastructure 
Cybersecurity3 will continue to be important; 
however, services that simply meet compliance 
standards will not keep up with changes in the 
threat landscape and market demands.

Many companies are already providing managed 
security services and cyber assessments, and 
more are likely to enter this lucrative market.  A 
recent Google search for “cyber risk assessment 
services” returned 15 million results.  Many 
of these vendors offer similar services and 
capabilities. Cyber assessment experts are 
concerned that the crowded marketspace is 
adversely impacting their ability to both compete 
and offer a high quality of service. The law of 
supply and demand is forcing prices downward, 
while the time and resources required assessing 
cyber risks are mounting.

The current state of cyber assessments
Today, assessments provide a static picture of 
overall network health and can take from one to 
three months to complete.  Traditional approaches 
treat network elements and their associated data 
and events in isolation.  Increasingly connected 
Industrial Control Systems (ICS) and IoT activity 
are creating new challenges in data handling, 
which complicates attempts to provide threat-
oriented situational awareness. 

To minimize a threat’s impact, responses must 
be implemented near real-time. The Department 
of Homeland Security (DHS) commonly includes 
the phrase “cyber appropriate speed” in its 
solicitations to indicate the degree of rapidity 
required.  Effective response means accomplishing 
in less than a day what currently takes weeks 
or months.  

Next generation assessments will create a new 
paradigm shift
Approaches to cybersecurity management must become more 
sophisticated, with new frameworks providing near-real time 
situational awareness and decision support. Interoperability 
between security and data management applications is essential, 
as is the ability to assess and address interdependencies between 
complementary applications for mission support.  Mechanisms for 
the normalization of data structures such as the Security Content 
Automation Protocol (SCAP)4 have started to gain traction, and 
are a feature of next generation assessments.

New technologies aggregate, blend and fuse dissimilar data to 
provide a common picture.  This is essential for rapid response 
and cannot be done using traditional assessment methods. 
Very large data sets can be analyzed automatically, adding both 
precision and speed to the results. These technologies enable 
the creation of next generation assessment frameworks that 
are achievable, affordable and can effect significant change in 
cyber security profiles.

To minimize a threat’s 
impact, responses must be 
implemented near real-time.
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The Final Component:   
Reliable, repeatable, scalable and secure
A well-constructed cyber assessment framework 
must be:

• Reliable with data sources that can be 
validated;

• Repeatable on demand or on a time-set basis; 

• Scalable for 10 subnets or 100 subnets;

• Secure by having robust controls on the 
data flows.

Conclusion
It is one thing to see small pieces of information 
through various tools.  It is something else to see 
information from 10,000 or more IP addresses 
from that same set of tools.  It is necessary to 
have a common operational picture derived 
from the ingestion of data from different tools 
that can generate targeted visualizations. Cyber 
first responders require assessment frameworks 
that enable proactive, predictive cybersecurity 
management.
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Many approaches to next generation assessments are not “rip 
and replace,” therefore constraining total cost of adoption.  
Nor are they time and resource intensive. For example, many 
features can exploit the semi-static nature of vulnerabilities 
and ACLs.

A four step approach
Security is best approached as an ecosystem requiring all 
elements to be blended for a more accurate evaluation.  The 
four-step approach discussed here creates a new paradigm 
that incorporates the wide array of cybersecurity related data 
elements into a common model.

Step One:  Create a topology of what’s possible by understanding 
the dynamics of endpoint and Access Control List (ACL) information 
in your environment.  

Step Two:  Create a common operational picture by including 
log files with the ACL and endpoint data.  The blending of these 
data sets enables prioritization of analysis and response activities. 
Log files are transactional in nature and provide the necessary 
near-real time data. The ability to visualize activity represented 
by log file entries superimposed upon a topology that illustrates 
vulnerabilities and ACLs within an operational context indicates 
which issues must be addressed first.  The common operational 
picture visualizes choke points and vulnerabilities in the context 
of affected and exposed organizational assets.

Step Three:  Model changes in the common operational picture 
with integrated scenario planning to enable quantitative security 
management.   Dashboards display data about the network’s 
state without showing relationships between the data types. 
Controls and policies affect downstream assets in unforeseen 
positive and negative ways. Integrated scenario planning is a 
robust way to both assess the state of the network and train the 
organization for security response.

Step Four:  Act on the results of the common operational 
picture.  Engage subject matter experts to gather their perspective 
on the analysis derived from the common operational picture.

A fresh way to see cyber security

Security is best approached as an 
ecosystem requiring all elements to be 
blended for a more accurate evaluation.
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