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The Underlying Reality in Cyber 
Cybersecurity is an ecosystem – interrelated technologies 
create vulnerabilities and fail to adequately provide 
management controls. The existing tool sets deployed in the 
marketplace are not easily interoperable. There is no common 
operating picture. 

• Mission success depends on complex computer networks, which
are vulnerable to various types of attacks from a variety of
sources.

• Today, situational awareness capabilities are limited in many
ways, such as inaccurate and incomplete vulnerability analysis,
failure to adapt to evolving networks and attacks, inability to
transform raw data into cyber intelligence, and inability for
handling anomalous data.

Today’s persistent problem –an explosion of specific 
monitoring tools. As an unintended result, there is too much 
data, too much surface area to cover, too many silo data sets, 
too many unknowns – malware is changing daily if not more 
frequently; too few qualified cyber professionals, not enough 
time, and of course, too much at risk. Cauldron is a solution. 

What People Are Asking For – 
The needs of cyber first responders are evolving – the demand 
is for greater sophistication, not only in detection but also in 
analysis.  The challenges and the computing environments are 
more complex. IT Security professionals want: 

• More frequent comprehensive security assessments to address
compliance requirements. The State of New York now requires
financial institutions to have quarterly cyber assessments rather
than annual.

• Situational awareness – not all vulnerabilities are the same and
cyber responders want to focus on high valued assets.

• Prioritized remediation – rather than play “Whack a Mole”; what
are my best strategic moves using all technologies to improve my
cybersecurity profile? What do I do first?

Everyone wants to know where they will or can be attacked, 
and they want to know NOW; how to reduce the most likely 
attack points; how to achieve that objective cost effectively 
and quickly; how to justify spending on personnel and tools on 
cyber security? 

How can you possibly manage vulnerabilities in a large 
organization without visualization? 

Foundational Principles 
Too many moving parts to manage without automation. The 
bigger the computing environment; the harder it is to manage. 
Network components and their configurations evolve more 
quickly over time, changing the vulnerability landscape and the 
interdependencies among vulnerabilities. Attacker capabilities 
also evolve and improve. Traditional approaches with siloed 
monitoring tools and isolated static analyses are ineffective for 
rapidly evolving attack/defense situations. 

Cauldron Use Case 
The client has almost 10,000 IP addresses in 50 major subnets 
with 20 interrelated firewalls. Cauldron processed the scan 
data and translated the firewall config files. Within an hour, 
Cauldron visually mapped all of their vulnerabilities in context. 

There were over 1,000 uncategorized access points into their 
network. In a matter of hours Cauldron produced a punch list 
to verify the network did not have open “back doors”.  

How It Fits . . . 
Cauldron’s patented solution is not “rip and replace”. Cauldron 
is designed to be a compliment/an extension to your existing 
tool set. The tools presently in use are not designed to fuse 
data and visualize results from other solutions – Cauldron 
provides this common operating picture. 
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Cauldron’s Functionality 
Cauldron, ™ treats the digital environment as an 
interdependent technical ecology. Being “data agnostic”, 
Cauldron™ aggregates dissimilar data from the existing 
monitoring tools; visualizes all possible paths of attack; and 
most importantly, models a prioritized remediation response 
strategy for optimized short term, mid-range and long-range 
change management.  Raw security data becomes a useful 
road map for proactive management of attacks and 
vulnerability risks. Cauldron attack graphs provide security 
professionals with a concrete understanding of how individual 
and combined vulnerabilities impact overall network security. 

 

Flexible modeling supports multi-step analysis of firewall rules 
as well as host-to-host vulnerability, with attack vectors inside 
the network as well as from the outside.  

Visibility vs. Visualization 
Varied technologies profess to give user visibility into their 
cyber problems. That visibility is typically just a list of IP 
addresses with details. Visualization is the representation of 
tabular data in a graphical format.  

Meaningful cyber visualizations are not bar charts or pie charts 
– those are for spreadsheets and financial information. Cyber 
visualization requires integrated data sets to show, via threat 
vectors, the overall impact. 

 

Dashboards vs Integrated Data 
The Dashboard is a traditional technology in network 
operations but insufficient for cyber security purposes. The 
dashboard is usually one screen; chopped into multiple 
sections; displaying isolated data sets. This juxtaposition of 
data without showing the impact one set may have on another 
is highly inefficient for cyber.  Consider the following example 
of a dashboard. 

 

Cauldron displays integrated data from varied sources 
illustrate the impact of disparate technologies on each other 
by correlating data against the known vulnerability data sets 
and modeling the environment for “what if” analysis and 
visualization. 

 

Cauldron – A Next Generation Tool 
For advanced analytics to enable cyber situational awareness, 
we describe an integrated framework for modeling, alert 
correlation, and mission impact analysis.  

A technical cyber assessment in a day.  Cauldron is unique in 
that aspect. Others may require weeks or months of 
integration before yielding results.  Cauldron can be a “same 
day” experience. 
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Prioritized remediation planning is achieved by calculating the 
impact of attacks by knowing the possible vulnerability paths 
through the networks. Cauldron deliver a capability for 
automated analysis of vulnerability paths so analysts can 
understand overall security posture.  

Priority Operational Implementation 
Critical assets should be protected from all directions.  This 
level of defense mandates a a visualization tool. Current 
solutions do discovery; others do monitoring and alerting. 
Others do not fuse dissimilar data for visualization and 
modeling for optimum change management. Future 
monitoring tools will be able to integrate their results into the 
Cauldron visualizer.  

Real Innovations 
Integrated logs in a security framework. Log data without 
context is not easily actionable. The inclusion of logs gives the 
cyber team a frame of reference to understand where 
anomalies exist and what assets are “reachable”. 

IoT issues impact commercial environments.  Data about the 
IoT are captured in PCAP format.  Cauldron ingests PCAP data 
for IP specific activity or for Host to Host activity.   

Cloud issues - platforms use PCAP to handle monitored data.  
The ability to aggregate data from varied sources becomes 
more critical when the cloud providers only handle selected 
aspects of the computing environments. 

Next Steps 
Request a call back. 

Everyone has specific and unique considerations.  One of 
our Cauldron experts will be happy to walk you through 
the software as it may relate to your needs. 

Request a demonstration. 

Are You More Secure? 
Are your present tools presenting information to you in 
tabular format?   

Are you managing a larger and/or complex environment? 
Is it traditional, hybrid, IoT or ICS? 

Are you using a dashboard and it just does not “do it” 
anymore? 

When performing cyber assessments, does it take you or 
your service provider more than two days for technical 
analysis? 

Are you paying too much for your cyber assessments? 

Do your existing tools give a comprehensive security 
assessment in a Common Operating Picture? 

Do you understand how ACLs impact all other aspects of 
cyber management? Can you review your ACL tables on a 
weekly basis? When was the last time you did a “deep 
dive” into your largest firewall? 

Would it take longer than a day to review all your 
firewalls? 

Does the prospect of “unknown back doors” into your 
network keep you up at night? 

Are you struggling to remain secure under budget 
constraints? 

Do your Board members understand the organization’s 
cyber strategies and the state of security? 

Can your MSSP effectively explain whether you are 
secure in their environment? Are you just “hoping” the 
cloud is secure? 

If you answered “yes” to just one of these questions, you 
should call us, email us, or register on our website.  We 
will get right back to you. 

Request pricing information. 
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